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Project Description

My project has been to research and produce an article pertaining to security awareness training, specifically to small and medium sized businesses (SMBs).  The paper discusses the reasons for security awareness training, citing examples of hacking and social engineering attempts.  
Project Objectives 

The project objectives in producing my IAL Project have been to:

1.  Apply the skills that I learned in Capella classes such as Fundamentals of E Business, System Assurance Security, Security Management Practices, and Fundamentals of Project Management.

2.  Better understand the needs of SMB owners and managers with respect to security awareness training.

3.  Become familiar with the process of submitting articles for publication.
I feel that this project served to bring together the learning from my previous classes.  It was helpful to dig back into my previous coursework, especially the security courses.  The resources from Gartner.com as well as conversations with my stakeholder and my peers at work helped me to understand how the business world feels about security awareness training.  While I have learned a lot about the article submission process, I am sure there is much more.
The learning objectives in producing my IAL Project have been to:

1.  Create a professional article that causes SMB owners to think about security from an end user standpoint.

2.  Establish relationships with experts in security awareness training and owners or managers of SMBs.

3.  Expand the content of the website for my consulting firm.

4.  Satisfy article creation requirements of my employer while demonstrating that my academic pursuits are a benefit to them.
I learned that I am not likely able to meet objective three, as once my article is published it is likely to be copyrighted to the publishing entity. However, I will be able to link to it from my site so I accomplish the same purpose. The article has been reviewed by my employer, and I have been credited with its creation. This satisfies an obligation set in my objectives at the beginning of the year, and qualifies me for a higher bonus and/or raise at my next annual performance review. I was also able to reconnect with some former business partners in order to gain their insight on security awareness.
Tasks and Schedule

The following timeline represents the schedule of events accomplished in producing my IAL Project:

	Tasks
	Duration

	Research Phase
	11/07/05 – 11/20/05

	Task 1: Research literature reviews to make sure I fully understand the concept to give myself the best chance for success. [Complete]
Task 2: Review my reference books on security, as well as any available at my workplace, to find information on security awareness training. [Complete]
Task 3:  Conduct an Internet search on security awareness training, looking for articles to use as references as well as finding articles that may serve as examples to the one that I would produce. [Complete]
Task 4:  Conduct an Internet search for an appropriate target online magazine. [Complete]

	Assisting Resources:

Literature

Bender, S. L. (2003). Producing the Capstone Project. 

Witman, M. & Mattord, H. (2004).  Management of Information Security

Search for other hard copy resources from employer and colleagues.

Internet

http://www.sans.org SysAdmin, Audit, Network, and Security Institute

Other web sites pertaining to security and training will be researched

Search magazines for submission information.

People

Stakeholder Keith Morneau

Equipment

Home computer with MS-Office 2003

CD blanks for archiving weekly progress

	Analysis Phase
	11/21/05 – 11/27/05

	Task 1: Sort Internet and literature findings for applicable information. [Complete]
Task 2: Create very high level outline of article. [Complete]
Task 3: List most likely publications for submission. [Complete]

	Assisting Resources:

Literature

Bender, S. L. (2003). Producing the Capstone Project. 

Witman, M. & Mattord, H. (2004).  Management of Information Security

Other texts and books identified during the research phase

Internet

http://www.sans.org SysAdmin, Audit, Network, and Security Institute

Other sites that were identified during the research phase
People

Stakeholder Keith Morneau

Equipment

Home computer with MS-Office 2003

CD blanks for archiving weekly progress

	Writing and Production Phase
	11/28/05 – 12/04/05

	Task 1:  Conduct iterative process of article creation. [Complete]
Task 2:  Submit final draft to stakeholder for review. [Complete]
Task 3:  Submit query letter to target publication and provide a copy to my stakeholder. [Complete]

	Assisting Resources:

Literature

Collective works as identified by the analysis phase

Internet

Collective works as identified by the analysis phase

People

Stakeholder Keith Morneau

Equipment

Home computer with MS-Office 2003

CD blanks for archiving weekly progress



	Submission and Review Phase
	12/5/05 – 12/11/05

	Task 1: Rework and rewrite of article. [Complete]
Task 2: Seek feedback from the stakeholder. [Complete]
Task 3: Send article submissions to identified publications if accepted (or outside of scope of course) [Deferred, still awaiting acceptance]
Task 4: Review and celebration of project. [Complete]

	Assisting Resources:

Literature

n/a

Internet

n/a

People

Stakeholder Keith Morneau

Equipment

Home computer with MS-Office 2003

CD blanks for archiving weekly progress


The schedule was followed to the letter. I found that the tasks were laid out in a very reasonable order and there was plenty of time to complete each one.
Risk Management 

Several risks were identified in performing a risk assessment of my IAL Project. They were:


Suitable online publication – Low Risk

Catasrophic hardware or software failure – High Risk


Loss of newly created or archived data – High Risk


Stakeholder participation – Low Risk


Lack of research material – Low Risk
I did not need to resort to any of my contingency plans because each risk was appropriately identified and mitigated. I did develop a bad block on the hard drive of my primary computer, but it was not problematic.  Once the potential for the problem was identified, all of my work was properly backed up weekly to CD and working documents were backed up to my ftp site after each revision. 
Research

The research materials I used in producing my IAL Project and what purpose they served follows. Included is a brief discussion of what I learned from each of the resources.

Assisting research was obtained from my stakeholder, Keith Morneau. Keith was able to provide me with guidance in thinking through the summary of the article.

My primary resources for literature review were as follows:

· Mattord, H. & Whitman, M. (2004).  Management of Information Security.  Boston: Thompson Course Technology.

· Harris, S. (2002). Mike Meyers' CISSP(R) Certification Passport. Berkeley, CA: McGraw-Hill.

Both resources contained valuable information for security awareness training. The Harris text was used to support research on the Internet.
Lessons Learned

The major lessons learned in producing my IAL Project include the value of developing a comprehensive project plan and the processes and templates that were provided by Dr. Bender. The project plan was especially useful. Not only was each component of clearly laid out and easy to look back to, I especially found the section on risk identification and management helpful.  
The kinds of feedback I received were both from a structure and a content standpoint.  I received feedback from friends and co-workers on content and flow. My stakeholder provided feedback on content and on creating my summary paragraphs.

By using the Thinking Habit of Conversational Reflection, I was able to construct a working outline for the article and expand on the outline in a logical manner. By reflecting on past professional practices and learning conversations with my stakeholder, instructor, and my peers at work, it was easy to develop the outline into an article, and then trim the content to fit within my chosen publication’s specifications. 

My learning objectives were met thanks to my experience in completing long term projects during my time at Capella. The project plan I developed and the templates provided by Dr. Bender were instrumental in a successful completion. The project plan kept me on track, while the templates allowed me to do the real work of developing the article instead of creating new documents from scratch.
Appendix

The following appendixes evidence project completion and provide a sample of my work:

Appendix A:  Copy of Query Letter or Letters for Publication Submissions

Appendix B: Manuscript: Security Awareness Training for Small Businesses 
Appendix C: Letter of Project Completion from Stakeholder, Keith Morneau

Appendix A: Copy of Query Letter or Letters for Publication Submissions
MinnesotaBusiness.com

 

Dear Mark,

 

It is likely that employees of Minnesota’s small and medium businesses are unaware of the issues surrounding information security. For instance, do they know how to identify a caller or visitor who is just looking for a way into the network? Are they certain that they will not make a mistake leading to the loss of valuable information? 

 

There are many ways that uninformed employees and staff can make mistakes or become mislead, leading to costly destruction or distribution of your valuable information. An effective security awareness training program may be a vital approach because security is more a personnel issue than a technical issue. Technical measures are nearly ineffective if users are not aware of security dangers.

 

I am in the process of producing an article for publication to address these issues that will likely interest your Minnesota Business audience. I, myself, have been an information technology consultant in the Twin Cities for nearly two decades. Although I have worked with mega-sized companies such as Cargil and 3M, most of my work has been with small and medium sized businesses whether health care, manufacturing, retail, or service oriented. And I have several years of network and systems security experience that enables me to produce this article that will enhance decision making in any business that depends on the security of its information systems. My article will answer:

 

        What does security awareness training accomplish?

        What type of training and content is appropriate?

        When should training be presented?

 

In addition, my article will list the next step in providing security awareness training.

 

I feel that an article on security awareness training for small and medium businesses is appropriate for your Minnesota Business audience. My article is not just for the employee. By understanding and dealing with security issues pertaining to their staff, owners and managers will avoid costly issues pertaining to compromised information systems. 

 

I ask that you consider my article for publication in Minnesota Business.

 

Thank you,

Jeff Wold 

Appendix B: Manuscript: Security Awareness Training for Small Businesses
Security Awareness Training for Small Businesses

     A user connects from home by VPN, forgets to log off, and his teenage son logs on to a gaming site. Someone masquerades as an IT person on the phone. An executive admin writes her boss’ password on a post-it note and puts it under her keyboard. An employee accidentally downloads spyware when browsing the web. A visitor who should be in a conference room seems lost in the accounting area. Each of these scenarios could very well be a hacker looking for a crack in the armor of your information system’s security. If your employees don’t see these events as potential hacking attempts, they need security awareness training.

     Information security is a term used to describe maintaining the confidentiality, integrity, and accessibility of your valuable information. When most people think of security, they think of firewalls, passwords, and not much else. What security professionals would most like their executive management to understand is that it is the human users of information technology that are the bigger threat. It’s important that executive management place the expectation that protecting their proprietary and confidential information is the responsibility of each and every employee (Taylor, 2004).

     Your IT security professionals are diligent in the design and deployment of your perimeter firewalls, there are proper permissions settings on all files and folders, and passwords are routinely changed using numbers and mixed-case letters. Employees connect to the network from home via carefully deployed Virtual Private Networks (VPNs). Business partners are scrutinized when exchanging data. All of these safeguards are great, but it is your users who are the stewards of your data, and by providing effective security awareness training, you mitigate risk of loss or theft. Technology itself can not protect you from all threats to your systems.  Your employees are the weakest link in the security chain and you are only as safe as the weakest link. The SysAdmin, Audit, Network, and Training Institute (SANS) states that when something bad happens to data on a network it is usually because a user has made a mistake or inadvertently provided information to an intruder or hacker(SANS, 2005).

     IT security staff is also engaged in meeting regulatory compliance in terms of data privacy, depending on the location of your business, your customers, or your industry. Users are the stewards of this information and it is their obligation to know what information is private, and how to protect it. There are other legal concerns as well. For instance, if you monitor internet, email, or instant messenger usage, you are obligated to publish a user privacy and acceptable use policy and have each and every employee read, understand, and sign a document indicating so.

    The most important reasons to conduct security awareness training are to mitigate the human element, whether it is internal sabotage, mistakes, or social engineering attempts by would-be hackers. Sabotage by disgruntled workers is commonplace. If the users understand the safeguards and extent of usage monitoring in place, they are less likely to attempt it. And let’s face it, sometimes users make mistakes and inadvertently delete or overwrite important files. If they understand what they’ve done and contact IT instead of hiding the event, it is likely that the information can be restored.

     Social engineering is the biggest risk because of the human element of information security. Successful hackers are very skilled at finding out information just by asking seemingly innocent questions. They get what they need by acting confused or frustrated, or by dropping names: “My boss is Mr. Big and he needs his password reset ASAP or his presentation is ruined”. Posing as custodians, copy machine repairmen, or other workers that have access to office space or network equipment are also common methods. Proper training to recognize these intruders will greatly reduce the vulnerability.

     There are many ways to present security awareness training. Often the most effective way is face to face through classroom training, but it can prove to be difficult to schedule an entire staff at one time.  In this situation, the initial training session can be recorded and made available on the company intranet site for access at the viewer’s convenience. Depending on the capabilities of your network and equipment, you may be able to conduct classes online.  This works well for widely dispersed companies, or where there are many “at home” workers. The next question to ask is if you can produce and conduct the class using your own resources or if you need assistance. If your staff is capable of delivering the training, I suggest that you at a minimum seek assistance with generating the course content.

     Security awareness training should be conducted for every employee, even executive management, at least annually since situations and policies change. New employee orientation should definitely include security awareness training, as this is where they become aware of company policies pertaining to computer usage. In addition, anytime there is a major change to systems, there should be an update session. 

     Training content should include the following components:

· Privacy, monitoring, acceptable use, and other policy concerns

· Virus/Spyware control

· Changing passwords

· Social Engineering 

· Laptop security

· Remote Access or VPN usage

Know that depending on your industry, you may have additional needs for security awareness training. Law firms need to protect their clients and their privacy, healthcare facilities have HIPAA, and financial institutions worry about all sorts of regulatory issues such as Sarbanes-Oxley. Make sure you know the issues pertaining to your industry and locality.

     Of course no one wants to attend security awareness training; it’s as exciting as the annual benefits meeting.  Management doesn’t want to bother with it as there is no revenue generated.  A recent survey by MIT says that 70% of those businesses surveyed consider awareness training to be among the least effective measures at managing risk (Witty & Wagner, 2005). So then, why?  The same survey says that security awareness training has mitigated significant risk in each of the triad of confidentiality, integrity, and availability.  At a minimum, employees need to be informed of all policies pertaining to information security.  You can’t monitor Internet activity without informing those being monitored, so security awareness training at least accomplishes that much. Users need to know that they have an obligation to protect corporate resources, and those resources include the privacy of your business partners and your valuable data. It’s hard to say that training has a certain ROI in terms of preventing information loss, but if one hour per year of each employee’s time can prevent the loss of private data and the bad press it is worth it.  
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Appendix C: Letter of Project Completion from Stakeholder, Keith Morneau
From: Keith A. Morneau [mailto:keith.morneau@capella.edu]

Sent: Thursday, December 8, 2005 07:52 AM

To: ''Jeff Wold''

Subject: RE: Stakeholder letter

Date:  12/8/2005 

To: Capella University

From:  Keith A. Morneau 

Subject: Satisfactory Project Completion

To whom it may concern:

Jeff Wold  satisfactorily completed the project titled,  " Development of an Article for Publication on Security Awareness Training for the Small Business Community " per the project plan and/or according to the specifications of the stakeholder.

I have reviewed the project final report and find that there is no content that breaches security or privacy needs of the stakeholder or beneficiary in the project. It is therefore deemed “publishable.” This means that the learner will upload a copy to a project tracking website that has been maintained to meet academic requirements in the respective degree program.

    Sincerely,

    Professor Keith A. Morneau

    Faculty Chair, Network Technology

    BS IT Program

    School of Undergraduate Studies

    Direct Line:  617-977-5600

    Toll Free:  1-888-CAPELLA ext.5600

    Home Office: 540-446-0570

    E-Mail: keith.morneau@capella.edu

    Capella University

    225 South 6th Street, 9th Floor

    Minneapolis, MN 55402

    www.capella.edu

    "Transforming learning for high performance!"
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